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Huwéng dan trién khai hé thong trén méi truong Azure

Tong quan

Hé théng Kubernetes ctiia nhém duoc trién khai trén moi truong Azure voi dich vy Azure
Kubernetes Service (AKS). Nhom sé€ trién khai hé thong tu dong vdi cong cu Terraform.

Cong cu
e H¢ théng duoc kiém tra & trién khai v&i cau hinh nhu sau:
o Hg¢ diéu hanh: Ubuntu 22.10.
o Terminal: zsh 5.9 (x86_64-ubuntu-linux-gnu).
e (ong cu (terminal):
0 kubectl: Cong cu dé trién khai Kubernetes resource
$ kubectl version --short
Client Version: v1.27.3

Kustomize Version: v5.0.1
Server Version: v1.26.4+k3s1

0 kustomize: Cong cu dé cai dat resource

$ kustomize version
v5.0.3

o terraform: Cong cu dé trién khai h¢ thong tu dong
$ terraform --version

Terraform v1.5.2
on linux amd64

0 azure-cli: Cong cu dé giao ti€p voi Azure

$ az --version

azure-cli 2.50.0

core 2.50.0
telemetry 1.0.8
Dependencies:

msal 1.22.0
azure-mgmt-resource 23.1.0b2

0 helm: Cong cu dé quan 1y Kubernetes resource



$ helm version
version.BuildInfo {Version:"v3.12.1", GitCommit:"{32a527a060157990e2aa86bf45010dfb3cc8b8d", GitTreeState:"clean",
GoVersion:"go1.20.4"}

0 helmfile: Cong cu dé quan Iy helm chart

$ helmfile version

Version 0.154.0

Git Commit c498af3

Build Date 24 May 23 06:31 +07 (1 month ago)
Commit Date 24 May 23 06:29 +07 (1 month ago)
Dirty Build no

Go version 1.20.4

Compiler gc

Platform linux/amd64

o argocd: Cong cu dé giao tiép v4i ArgoCD server

$ argocd version
argocd: v2.7.5+a2430af
BuildDate: 2023-06-16T15:00:03Z
GitCommit: a2430af1c356b283e5e3fc5bdelf5e2b51991258
GitTreeState: clean
GoVersion: gol1.19.10
Compiler: gc
Platform: linux/amd64

o Céc cong cu phu: curl, wget, jq, gpg.

Cai dat cong cu
Clone repo gitops vé may:

$ git clone https://github.com/the-company-tcus/gitops.git

Chuyén dén thu muc scripts/install-tools:

$ cd scripts/install-tools

Cai dat tat ca cac cong cu:

$ /setup.sh

Cai dat cong cu thu cong:
e (ai dat kubectl:

$ ./kubectl.setup.sh



e (Cai dat kustomize:

$ ./kustomize.setup.sh

e (Cai dat terraform:

§$ ./terraform.setup.sh

e (Cai dat azure-cli:

$ ./azure.setup.sh

e (ai dat helm:

$ ./helm.setup.sh

e (ai dat helmfile:

$ ./helmfile.setup.sh

e (ai dat argocd:

$ ./argocd.setup.sh

Trién khai hé thong
Téng quan
Pé trién khai nhom s€ 1am theo cac budc sau:

1. Tao Azure Kubernetes Service (AKS) cluster bang terraform.
2. Cai dit helm chart bang helmfile.

3. Cai dat va cu hinh vault.

4. Cai dit va cdu hinh argocd.

Khdi tao Azure Kubernetes Service (AKS) cluster
1. Pang nhdp vao Azure:

$ az login

Nguoi dung s& dugc yéu cau truy cip vao dudng dan va bat dau qua trinh dang nhép.
2. Truy cap thong tin cua account:

Nguoi dung s€ can hai thong tin sau dé xac thyc voi Terraform:



e Subscription ID: ID ctia subscription ma ngudi dung mudn trién khai hé thong lén.

$ az account subscription list

[
{

"authorizationSource": "RoleBased",
"displayName": "Azure for Students",

"id": "/subscriptions/2ff486ee-879¢-4387-8efa-e48¢7801ab5f",

"state": "Enabled",

"subscriptionld": "2ff486¢ce-879¢-4387-8efa-e48¢7801absSf",

"subscriptionPolicies": {
"locationPlacementId": "Public_2014-09-01",
"quotald": "AzureForStudents 2018-01-01",
"spendingLimit": "On"

}

e Hoic c6 thé truy cap vao Home/Subscriptions/<SUBSCRIPTION-NAME> dé 14y Subscription

ID.

= Microsoft Azure P Search resources, services, and docs (G+/)

Home > Subscriptions >

@student hc...
VNU-HCMUS (STUDENT.HCMUS...

Azure for Students * X
Subscription
# Search | « T Upgrade ]El Cancel subscription / Rename — Change directory P? Feedback
Overview A Essentials
Activity log Subscription ID Subscription name
2ff486ee-879-4387-8efa-e48e7801absf Azure for Students
'ﬁ Access contral (IAM) Directory My role
@ Tags VNU-HCMUS (student hemus.edu.vn) Owner
2 D d sol bi Status Plan
Diagnase and solve prablems Active Azure Plan
@ Security Parent management group Secure Score

40127cd4-45f3-49a3-b05d-315a43a9f033
Events

Cost Management
Spending rate and forecast

& .
S, Cost analysis
100

B costalerts 2
50
{5 Budgets 40
20
% Advisor recommendations 0 v
ooz oes  0e  on2R
Billing Cumentcst § Foreat

$20.86 7$89.80

B silling profile invoices

Settings
£ Programmatic deployment

-
Il Billing properties B TR S

40%

Costs by resource

I aks-agentpool-12386619-vmss

$13.83

I aks-agentpool-123866aks-agent..
$4.40

I 236be5Tf-Telbf-481b-Bdlc-9f22e...

$1.01

I Others

$1.63

Rrreen Pinfrmdar covinramn

e Tenant ID: ID ciia tenant ma nguoi ding mudn trién khai hé thong 1én.

$ az account show

{

"environmentName": "AzureCloud",

"homeTenantld": "40127cd4-45f3-49a3-b05d-315a43a91033",

"id": "2ff486¢ee-879¢-4387-8efa-e48¢7801ab5f",
"isDefault": true,

"managedByTenants": [],

"name": "Azure for Students",



"state": "Enabled",
"tenantId": "40127cd4-4513-49a3-b05d-315a43a91f033",
"user": {

"name": "19127631@student.hcmus.edu.vn",

n.n

"type": "user"

H
H

e Hoic co thé truy cap vao Home/Azure Active Directory dé lé.y Tenant ID.

= Microsoft Azure R Search resources, services, and docs (G+/) '\§'S|Ud9n| hc..
(STUDENT.HCMUS.

Home >

[ VNU-HCMUS | Overview - x

Azure Active Directory

« + Add 5 Managetenants [7 What's new 55 Preview features &7 Got feedback? v

@ overview

@ Microsoft Entra has a simpler, integrated experience for managing all your Identity and Access Management needs
Ty the new Microsoft Entra admin center! &2

Preview features

X Diagnose and solve problems
Overview Monitoring Properties Recommendations Tutorials

Manage

& Users D Search your tenant

& Groups Basic information

BE External Identities

&k Roles and administrators Name VNU-HCMUS
& Administrative units Tenant ID 40127cd4-45f3-49a3-b05d-315a43a9f033 ()
® Delegated admin partners Primary domain student hcmus.eduvn
B Enterpri licati
5 Eerprise spplications License Azure AD Basic for EDU
4l Devices
Workload License Azure AD Workload Free
5 App registrations
& Identity Governance Users 46,005
£l Application proxy Groups 4238
Custom security attributes Applications 440
Licenses
Devices 47,923

")
@ Cross-tenant synchronization
3. Cap nhép thong tin xac thuc cho Terraform:

Nguoi trién khai s€ cap nhat hai thong tin subscription_id va tenant_id vao file terraform.tfvars trong
thu muc terraform/azure:

subscription_id = "2ff486ee-879¢-4387-8efa-e48e7801ab5f"
tenant id = "40127cd4-45{3-49a3-b05d-315a43a9f033"

user_principal names = [
"19127626@student.hcmus.edu.vn",
"19127373@student.hcmus.edu.vn",
"19127294@student.hcmus.edu.vn",
"19127607 @student.hcmus.edu.vn",
"19127597 @student.hcmus.edu.vn",

Ngoai ra, nguoi trien khai can cap nhat thong tin user principal names v4i email cua cac thanh vién
trong nhom.
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4. Khdoi tao Terraform:

$ terraform init

5. Kiém tra cac tai nguyén s¢ dugc tao ra:

$ terraform plan

Terraform s€ tao ra cac tai nguyén sau:

e Resource Group: ethi-group.
o AKS Cluster: ethi
o Node pool: agentpool.
o Node Count: 1.
0 VM Size: Standard B2ms.
o Kubernetes Version: 1.26.3.
e Role Assignment:
o Role Definition Name: Azure Kubernetes Service RBAC Cluster Admin.
o Principal ID: Cac Object ID cua thanh vién trong nhom.
6. Trién khai hé thong:

§ terraform apply

Cai dat helm chart
Cai dat cac helm chart bang helmfile:

$ helmfile sync

Cai dit va cAu hinh vault
1. Khoi tao vault:

$ kubectl -n vault exec vault-0 -- vault operator init -key-shares=1 -key-threshold=1 -format=json > cluster-keys.json

Vault s& dugc khoi tao véi sb lugng key-share 13 1 va key-threshold 1a 1. File cluster-keys.json
s€ chtra thong tin v€ unseal key va root token cua vault.

2. Pang nhap vao vault

$ kubectl -n vault exec vault-0 -- vault login

Nguoi trién khai s& dugc yéu cau nhp root_token trong file cluster-keys.json dé dang nhap vao
vault.

3. Tao secret path



$ kubectl -n vault exec vault-0 -- vault secrets enable -path=secret kv-v2

Vault s& tao ra mot secret path co tén 1a secret dé luu trit cac secret.
4. Tao Kubernetes secret dé luu root token

$ kubectl -n vault create secret generic vault-token \
--from-literal=token=<ROOT-TOKEN>

Nguoi trién khai s& cap nhat <ROOT-TOKEN> bé‘mg root_token trong file cluster-keys.json.
5. Import secret vao vault:

$ cd scripts/vault && make import-prod token="<ROOT-TOKEN>"

Ngudi trién khai s& cp nhat <ROOT-TOKEN> bang root_token trong file cluster-keys.json.

Vault s€ dugc import cac secret tir file scripts/vault/import-secret-prod.yaml vao secret path secret,
véi cong cu medusa CLI.

Note: Target make import-prod s& yéu cau ngudi trién khai dé cai ddt Docker.

Cai dit va ciu hinh ArgoCD
1. Cai dat ArgoCD véi Kustomize:

$ kubectl apply -k ./registry/ethi/components/argocd

2. Cai dat cac tmg dung cta ArgoCD:

$ kubectl apply -f ./registry/ethi

Cai dit hé thong ty dong
Nguoi trién khai c6 thé dung file script cua nhém dé cai dat h¢ thong tu dong cac budc:

2. Cai dat helm chart bang helmfile.
3. Cai dat va ciu hinh vault.
4. Cai dit va cdu hinh argocd.

Ngudi trién khai c6 thé chay file script bootstrap-prod.sh dé cai dat hé thong:

$ ./bootstrap-prod.sh

Céu hinh DNS:
Chay 1énh sau dé 1ay Public IP cua Traefik Load Balancer, dia chi nay s& dugc ding dé cdu hinh DNS:


https://github.com/jonasvinther/medusa

$ kubectl -n kube-system get svc

- kubectl -n kube-system get svc 08:17:43 PM
NAME TYPE “LUSTER EXTERNAL-IP PORT(S)

AGE
kube-dns ClusterIP 10.0.0.16 <none> 53/UDP,53/TCP

ClusterIP 10.0.39.108 <none>
LoadBalancer 16.0.115.135 20.81.118.174 74 E P, 74 30537/TCP,7433:30385/TCP,80:30493/TCP, 635/TCP

Ol 08:17:46 PM

Sau d6 cAu hinh DNS nhu hinh:

Type a Name Content Proxy status TTL Actions
A B ethi-team.tech 20.81.118.174 /.ﬁ. DNS only Auto Edit b
CNAME admin ethi-team.tech “@. DNS only Auto Edit b
CNAME api ethi-team.tech %, DNS only Auto Edit b
CNAME argocd ethi-team.tech &, DNS only Auto Edit b
CNAME docs the-company-tcus.netlify.app -+ Proxied Auto Edit b
CNAME em9550 u32548810.wl061.sendgrid.net  DNS only Auto Edit b
CNAME keycloak ethi-team.tech %, DNS only Auto Edit b
CNAME vault ethi-team.tech /..-.. DNS only Auto Edit p
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